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Abstract
tectures towards flexibility and automation. Network Function Virtualization (NFV) deploys Network Functions (NFs) as

Innovations in new applications and technological advancements are driving the evolution of network archi-

software applications onto cloud infrastructures, redefining the development, deployment, and operation models of commu-
nication networks, thereby meeting the evolution demands of networks. However, after more than a decade of develop-
ment, the progress of network service operators in NFV has not met expectations, partly because some key technologies re-
main unresolved. To accelerate the large-scale commercial use of NFV, this paper focuses on reviewing relevant literature
from the past five years. Based on practical applications and insights into future trends, we explore the three directions of
network virtualization, network cloudification, and network service orientation. We investigate the most representative
technologies and the latest research progress in these fields, analyze the current problems and challenges, and provide cor-

responding suggestions on how to deal with them. Finally, we forecast future directions of technological development.

Keywords

1 Introduction

Telecommunication (telecom) networks provide
networking backbone for the Internet, which now al-
so connect various datacenters to billions of user de-
vices to provide cloud computing. Traditional tele-
com networks were built with dedicated networking
devices. These devices were supplied by different ven-
dors and they can interoperate with each other by fol-
lowing the same pre-defined networking protocols.
However, this traditional way for telecom network
construction has become sluggish, inflexible, and inef-
ficient. Especially in the recent decade, the Internet
traffic volume has been growing exponentially, and
applications have been more and more diverse. We
have witnessed a lot of changes, for example, multi-
media has become the dominating traffic type, big da-

network function virtualization, network virtualization, network cloudification, network service orientation

ta and artificial intelligence are ubiquitous, new appli-
cations such as autonomous driving and metaverse
have become important, networking for emerging sce-
narios such as AIoT (AI IoT), industry automation
and aircraft in low-altitude are necessarily considered,
etc.

Exploring new means for telecom network con-
struction has been an industry’s joint effort during
the recent decade. In 2012, the European Telecommu-
nications Standards Institute (ETSI) introduced the
concept of Network Function Virtualization (NFV)®©,
and set up the first industry specification group for
NFV. The main idea of NFV is to bring those suc-
cessful experiences in Information Technology (IT)
and Computer Science (CS) into Communications
(CT)

evolved architecture for telecom networks, which is

Technology industry, thereby building an

Survey
Ohttps:/ /www.etsi.org/technologies/nfv, May 2025.

©Institute of Computing Technology, Chinese Academy of Sciences 2025
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scalable, flexible, reliable, and efficient. Afterwards,
NFV has carried out a series of work, from replacing
dedicated hardware with Commercial Off-The-Shelf
(COTS) servers and introducing Management and
Orchestration (MANO), to also integrating with
cloud-native technologies and providing support for
multi-cloud and hybrid cloud, and further embracing
Service-Based Architecture (SBA)®. Till today, the
telecom network architecture has fully evolved, which
now can be divided into three layers, i.e., virtualiza-
tion, cloudification, and service orientation.

Taking the 5G private network as an example, in
response to the different network needs of various in-
dustries, China Telecom offers three models catering
to customers with wide-area priority, latency sensitiv-
ity, and security sensitivity. Among them, the
“BiLin” model, as shown in Fig.1, deploys a 5G data
plane User Plane Function (UPF) in the edge cloud
close to the industrial park, achieving lower transmis-
sion latency, and deploys a 5G control plane in the
central cloud, ensuring high reliability and stable,
elastic operation. Network virtualization enables the
deployment of NFs on COTS servers, reducing costs
and improving scalability, and further allows deploy-
ment in the cloud. Network cloudification leverages
the advantage of on-demand resource allocation,
meeting the stable and elastic operational require-
ments of 5G Core (5GC) and reducing operational
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Fig.1. 5G network function deployment diagram.
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complexity. Network service orientation enables the
on-demand combination of different network function
modules, providing customized network capabilities
for customers, and reducing service activation time
from months to minutes. The resulting low cost, easy
maintenance, elasticity, flexibility, and business agili-
ty have become the main driving forces for the net-
work’s evolution towards virtualization, cloudification,
and service orientation.

Network Virtualization. It is similar to the virtual-
ization in cloud computing. Virtualization techniques
provide abstractions for computing, storage and net-
working resources, and isolation between software
programs. Based on virtualization, multiple software
programs can run independently on the same hard-
ware. Network virtualization provides a new way for
telecom network construction that COTS servers plus
virtual machine or container software can be used to
replace dedicated networking devices. More impor-
tantly, software can be decoupled from hardware, so
that NFs can be implemented in software which is
provided by different vendors from device suppliers.
Moreover, Software-Defined Networking (SDN) can
be implemented to control devices from multiple ven-
dors. The most important technical issues include het-
erogeneous computing, high-performance virtualiza-
tion, virtual deployment units, and end-to-end accel-
eration. We will elaborate these issues in Section 2.

Network Cloudification. It brings resource man-
agement and software deployment techniques from
cloud computing into telecom network construction,
for example, 1) using Cloud Infrastructure as a Ser-
vice (TaaS) services to manage and orchestrate virtu-
al machines, containers, and the virtual NFs (VNFs)
running on them; 2) using Platform as a Service
(PaaS) to provide capabilities
databases and middleware, which lowers the barrier
to development; 3) leveraging Development and Oper-
ations (DevOps) and other automation tools to sim-
plify operations and management tasks; 4) taking ad-
vantages of the cloud’s elasticity to break through the
limitations of physical resources; 5) and capabilities
like multiple Availability Zones (Multi-AZ) also pro-
vide high reliability and high availability for VNFs.
Thus, the constantly changing business needs are met,
and flexible network services are provided. The most

services such as

important technical issues in the cloudification layer
include cloud native, cloud pass, Reliability, Avail-

@European Telecommunications Standards Institute, Jun 2022. https://docbox.etsi.org/ISG/NFV/Open/Other/ReleaseDocu-

mentation/, Mar. 2025.
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ability, and Serviceability (RAS) capability, resilien-
cy, scalability, and multi-cloud and distributed cloud.
We will elaborate these issues in Section 3.

Network Service Orientation. It transforms net-
working capabilities into services. To provide more
elastic, scalable, flexible, customizable, and rapidly
deployable network services, it is necessary to restruc-
ture NFs at the software architecture level. Based on
the service-oriented architecture reconstruction, NF's
are decomposed into smaller modules and encapsulat-
ed into atomic capabilities, allowing network services
to be quickly developed based on these atomic capa-
bilities. The most important technical issues include
microservice architecture, service automation, and
declarative API. We will elaborate theses issues in
Section 4.

The core value of network virtualization lies in
achieving the decoupling of software and hardware.
And by leveraging the abstraction and isolation of re-
sources, network virtualization masks the differences
in underlying hardware for virtual NF's, which lays
the foundation for the flexibility and scalability of
networks. From the perspective of resource manage-
ment, virtualization typically focuses on individual
servers (ignoring the “many-to-one” scenario) and
cannot provide management and scheduling across
multiple clusters or even data centers. This requires
the use of cloudification technology to achieve ulti-
mate elasticity, high reliability, and automation capa-
bilities on top of server clusters. On the other hand,
network virtualization is also a prerequisite for cloudi-

fication, because without the standardized virtual en-
vironment provided by virtualization, cloudification
would be impossible as it builds upon network virtu-
alization to offer cloud capabilities. Network service
orientation starts from the application level. By en-
dowing applications with more flexible internal soft-
ware architectures, it can fully leverage the advan-
tages of the elastic, highly reliable infrastructures
built by network virtualization and cloudification. In
this way, it can provide network services that are
elastic, customizable, and capable of rapid delivery.
This relies on the elastic, highly reliable infrastruc-
tures built by network virtualization and network
cloudification. Thus, their relationship is depicted in
Fig.2, with network virtualization at the bottom lay-
er, network cloudification in the middle layer, and
network service orientation at the top layer.

In this survey paper, we provide a systematic re-
view for an evolved telecom network architecture by
summarizing related work in literature. Meanwhile,
we add our observations and understandings about
major technical challenges, current progresses, and fu-
ture directions. This is the first comprehensive sur-
vey for this topic. In Section 6, we will also compare
our work with related survey work.

After our extensive study, the major observation
is that, although the three-layer architecture of virtu-
alization, cloudification, and service orientation has
been widely accepted, the technical challenges in each
layer have not been fully addressed yet. In Fig.3, we
summarize main challenges and major technical top-
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Fig.2. Evolved telecom network architecture: virtualization, cloudification, and service orientation.
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solutions, and the implementation of end-to-end overall
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Fig.3. Organization of technical contents (from Section 2 to Section 5) in this paper. SFC: service function chain.

ics for every layer. We also point out six future direc-
tions, each of which may involve one, two, or all three
levels. The remaining technical content of this paper
is therefore organized as follows. Sections 2, 3, and 4
each correspond to a level, discussing the challenges,
major technical topics, and the author’s observations
for that layer. Section 5 explains the six future direc-
tions in details. Section 6 discusses related standards
in industry and related surveys in literature. Finally,
Section 7 concludes this paper.

In this paper, we make the following contribu-
tions.

e We provide an architectural view for evolved
telecom networks which can be divided into three lay-
ers of network virtualization, network cloudification,
and network service orientation. These layers are the
main development directions and trends of NFV and
are all crucial for large-scale commercial use.

o We summarize virtualization acceleration tech-
nologies and propose a classification method for accel-
eration technologies based on the deployment archi-
tecture of VNFs. This method allows for the combina-
tion of different acceleration technologies into a holis-
tic solution in practical applications, tailored to the
characteristics of VNFs, to provide end-to-end opti-
mal acceleration capabilities.

o We describe the transition of NFs from virtual-
ization to cloudification, and point out the challenges
and opportunities presented by converging network
services with cloud infrastructures. The focus is on
creating multi-functional platforms that support dy-
namic management and provisioning of services over
shared resources, enhancing performance, scalability,

and reliability, while tackling integration issues be-
tween cloud and network technologies.

e We analyze network service orientation from
two aspects: the network function architecture and
the infrastructure support, illustrating the considera-
tions for evolving NFs towards a microservices archi-
tecture and the enhanced capabilities required by the
cloud-native infrastructures to support these special-
ized applications.

o We explore the direction of future technological
evolution, propose new solutions to the challenges and
problems currently faced, and at the same time, envi-
sion the empowerment of network function virtualiza-
tion, cloudification, and service orientation by inte-
grating technologies such as cloud computing and Al

2 Network Virtualization

Network virtualization is a foundational technolo-
gy for NFs to migrate from specialized network hard-
ware to general-purpose COTS servers, thereby reduc-
ing the dependency on expensive specialized hard-
ware, supporting faster service deployment, and
achieving higher resource utilization. COTS servers,
because of their general-purpose design, have a con-
siderable performance gap when compared with spe-
cialized network hardware. The primary objective of
network virtualization is to achieve high performance
on COTS servers.

2.1 Main Challenges

However, network virtualization brings perfor-
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mance challenges which need to be addressed in the
deployment of software-based NF's in practice.

e Firstly, CPU performance is usually the bottle-
neck. With the widespread application of technolo-
gies such as big data, the Internet of Things, large-
scale content distribution networks, and 5G, network
traffic has grown rapidly. Tsareva et al.lll analyzed a
large backbone link in Japan and found that from
2007 to 2019, the total traffic of IPv4 and IPv6 in-
creased more than tenfold. It is difficult to achieve
high performance comparable to dedicated hardware-
based NFs when running software NFs in a virtual-
ized environment. For example, the processing laten-
cy of a fully virtualized gateway is up to 132 ps,
which is almost eight times the processing latency of
a decomposed gateway (15 us)l2. If the throughput
and performance equivalent to those of hardware-
based NFs cannot be provided, applications may be
hindered /3.

e Secondly, hardware accelerators are still prema-
ture. To enhance the performance of COTS servers in
processing network traffic, an increasing number of
hardware accelerators are used to offload network
traffic and increase the computing power of COTS
servers. However, due to certain Research and Devel-
opment barriers and the need to master technologies
such as hardware-software integration and heteroge-
neous computing, it is usually difficult to apply them
in practice. In the commercialization process, CPU
processing is still the main focus. Further research
and analysis are needed on the characteristics of dif-
ferent hardware acceleration devices, providing a het-
erogeneous computing framework to shield the differ-
ences in underlying hardware facilities, so as to break
through performance bottlenecks.

e Finally, end-to-end optimization is complicated.
The deployment architecture of VNFs is shown in
Fig.4. Traffic first enters from a physical network in-
terface card (NIC), and is received by an NIC driver,
and then passed to a kernel network protocol stack. If
an NF runs in a virtualized environment, it needs to
be forwarded by a virtual switch to the runtime of a
virtual machine, container, or unikernel, and finally
forwarded to the NF. After NFs process the user’s
traffic, the traffic is returned along an original path.
The performance of network virtualization is reflect-
ed in each link of the above chain, just like the barrel
theory, where the slowest processing link determines
the performance ceiling of the VNF, and congestion
can also slow down the processing capability of the

7777777777777777777777777777777777777777777777777777777777777777777
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Fig.4. Network virtualization deployment architecture dia-
gram.

entire chain. There is a lack of systematic organiza-
tion of acceleration schemes in the existing literature
to achieve end-to-end acceleration of the entire chain.

Based on the main challenges described above, we
discuss four techniques in the following subsections.
These techniques can be applied along the traffic path
shown in Fig.4.

e Hardware Offloading: increasing processing speed
by offloading tasks to hardware accelerators;

e Kernel Bypass: removing system overhead by a
bypassing protocol stack in an operating system kernel;

o Virtualization Performance Optimization: reduc-
ing performance overhead caused by virtualization
software;

e Service Function Chain (SFC): achieving paral-
lel acceleration, customized acceleration, etc., through
orchestration of applications.

2.2 Hardware Offloading

Hardware offloading refers to the process of trans-
ferring certain tasks or computations from a comput-
er’s main processor to specialized hardware compo-
nents (such as NIC or Graphics Processing Unit
(GPU)). Hardware-specific devices can provide addi-
tional computing power on the basis of COTS servers,
often offering higher processing efficiency due to their
customized design. Different hardware exhibits dis-
tinct advantages in various scenarios, as can be seen
in Table 1. Hardware offloading solutions are also one
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Table 1. Hardware Acceleration Comparison

Hardware Description Effectiveness Limitation

GPU It has a large amount of parallel comput- Improving the efficiency of network High power consumption, relatively
ing power, making it suitable for para- applications through multi-core para- expensive, and low efficiency in non-
llel computing llelism and high memory bandwidth parallel tasks

FPGA Programmable hardware that can be High performance and dynamic instan- High development difficulty, and slight-
configured with logic gates and storage tiation of heterogeneous NFs ly inferior performance compared with
units according to the requirements to specialized hardware
perform specific computational tasks

sNIC Integrating processors and memories to Implementing complex network data Performance is limited by CPU proce-
achieve network programmability and plane functions based on server arch- ssing capabilities
task offloading itecture

DPU New type of programmable multi-core Equipped with high-performance net- The ecosystem is not mature enough,

processor capable of performing high-
speed data parsing and processing

work interfaces for network protocol
processing, switch routing computati-
on, encryption, decryption, etc

and there are compatibility issues with
existing  software and  hardware
ecosystems

of the main directions for building high-performance
virtualized network applications.

GPU. The use of GPUs for processing network
packets dates back to as early as 20104, By leverag-
ing the high concurrency of GPUs for batch process-
ing of packets, higher throughput can be achieved.
Early research directions included how to maximize
the use of hardware parallelism/’l, and optimize pack-
et scheduling mechanisms through programming
frameworksll, and applications in specific scenarios
(intrusion detection, cryptography, etc.). In the lat-
est research, to optimize the data transfer efficiency
between a GPU and an NIC, Jung et all7 utilized
Single Root I/O Virtualization (SRIOV) to imple-
ment sharing between virtual machines and the host,
while also passing the GPU through to the virtual
machines. By using peer-to-peer-Direct Memory Ac-
cess (DMA), packets from an NIC are directly
mapped to a data buffer in a GPU memory pool, al-
lowing the GPU to process its network traffic direct-
ly, without going through a host memory, which im-
proves the performance by 2.3 times compared with a
Data Plane Development Kit (DPDK) solution. Simi-
larly, Kundel et al.l¥l used the peer-to-peer function of
Peripheral Component Interconnect express (PCle) to
bypass a host, enabling direct connection between a
GPU and an NIC, avoiding interference from an oper-
ating system and control applications, and achieving
performance of over 10 Gbit/s. In addition, Guo et
al.l%, from the perspective of service chains, aimed to
eliminate redundant data transmission between NF's,
and proposed a data-sharing GPU-accelerated NFV
system called Gaviss, which improved the perfor-
mance by 2.5 times compared with the most ad-
vanced CPU-based methods.

Field-Programmable Gate Array (FPGA). Com-
pared with the GPU solutions, FPGAs have the ad-

vantage of improving performance and reducing ener-
gy consumption. One of the challenges of FPGAs is
programming with hardware description languages,
which is often more difficult in terms of building log-
ic and debugging codes. In an NFV scenario, P4[10]
and Click are considered to be two good choices?,
where P4 can easily match a match-action network
model, and Click has a rich set of development li-
braries and legacy codes. Similar to GPU research,
optimizing transfer efficiency is also a direction of wis-
dom. Arikawa et alllll reduced the memory copy
overhead between an FPGA and a CPU through a
high-bandwidth memory copy technology based on
PCle, achieving an improvement of about 14%. The
latest research results show that using FPGAs can
provide high-bandwidth transmission performance of
over 90 Gbps for the entire network systeml[!2],

Smart NIC (sNIC). Smart network cards, com-
pared with traditional ones, can take on more compu-
tational tasks and are programmable. The current hot
research direction is to offload some traffic to the
sNIC for processing based on extended Berkeley Pack-
et Filter (eBPF). Lettieri et al.l'3 used the sNIC as an
accelerator for stream processing operators and imple-
mented offloading in eBPF, which improved perfor-
mance by 1.6 times compared with a purely software
approach. Abranches et al.ll4 used eXpress Data Path
(XDP)/eBPF to offload network telemetry tasks to
the smart network card to reduce the resource occu-
pation of software network analysis and avoid unnec-
essary and redundant computations. sNIC has a good
application prospect in edge scenarios, and is capable
of solving issues such as insufficient computing power.
Miano et all'5 built an efficient processing pipeline
through an sNIC, using XDP/eBPF to complete part
of the packet processing in the kernel space and a
part in the sNIC, achieving a balance between traffic
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sampling and aggregation in the kernel and traffic fil-
tering in the hardware, thereby enhancing the pro-
cessing capability of edge servers.

Data Processing Unit (DPU). Although sNICs can
effectively offload data plane, they do not have a gen-
eral-purpose processor like CPU, thus still requiring
host CPUs for control plane management. As net-
work speeds continue to increase, it will still consume
a significant amount of valuable CPU resources. A
DPU is a new type of processor that adds a CPU and
a rich set of hardware acceleration units to the sNIC.
NVIDIA’s latest DPU product, BlueField-3, offers up
to 400 Gbps network connectivitylll, and it has a
broad application prospect in data centers. Barsellot-
ti et alll7l explored the application of DPU in edge
scenarios, including infrastructure monitoring, low-en-
ergy cloud-network connections, and network securi-
ty functions. Zhang et al.l!8l mentioned in the key di-
rections of cloud-network integration the formation of
a new type of data center network based on DPU, as
depicted in Fig.5h, breaking the boundaries between
computing devices, storage devices, and network de-
vices, reconstructing the infrastructure layer, and fur-
ther unleashing the computational power efficiency.

2.3 Kernel-Based Network Protocol Bypass

Modern COTS servers are typically equipped with

multiple CPU processors, and their processing perfor-
mance is gradually increasing. However, a core rea-
son why they still cannot guarantee high perfor-
mance in NFV applications is that an operating sys-
tem’s network protocol stack is not designed for rapid
traffic processing like a network appliance, but rather
for general communication9. Therefore, many kernel
bypass technologies have been introduced to improve
performance by bypassing a kernel network protocol
stack, such as DPDK, XDP, netmap, VPP, and Snab.
The kernel bypass technology allows applications to
directly access and control hardware resources, reduc-
ing system interrupts, data copying, context switch-
ing, system calls, etc., thereby significantly improv-
ing network performance. DPDK and XDP/eBPF are
two main representative technologies.

DPDK. DPDK bypasses the operating system ker-
nel, moving most of packet processing to the user
space, reducing the overhead and latency of the ker-
nel layer, and can improve the packet processing per-
formance by up to 10 times, achieving a throughput
of over 80 million packets per second®. DPDK has
become relatively mature and is the most widely used
kernel network protocol stack bypass technology. In
recent years, there were less new research, mainly fo-
cusing on its use in new software and hardware envi-
ronments. Although DPDK improves processing per-
formance, the CPU overhead is not reduced. It uses

Fig.5. Based on DPU networking for new-type cloud computing illustration[*8].

@Intel. Building enterprise-level cloud solutions with outscale. 2024. https://www.intel.com/content/dam/www/public/us/en/
documents/case-studies/xeon-e5-2660-family-ssd-s3700-series-dpdk-case-study.pdf, Jun. 2024.
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poll mode drivers (PMDs) to continuously scan NIC
ports to detect if packets have arrived, which can
waste CPU cycles. Wu et al.2 proposed a model for
finding an optimal thread sleep time to reduce CPU
usage and power consumption. Belkhiri et al.21 found
that kernel bypass makes traditional network moni-
toring and debugging tools obsolete and proposed a
performance analysis framework specifically for
DPDK, allowing users to gain insights into the inter-
nal operation of the application and diagnose poten-
tial errors. Ayub et all?2 studied how to efficiently
use DPDK in Kubernetes.

XDP/eBPF. XDP offers an alternative approach
to bypass the kernel network protocol stack, as seen
with DPDK. It allows network packets to run user-
defined programs immediately upon reaching a net-
work device interface, without waiting to be pro-
cessed in the network protocol stack, thus achieving
low latency and high throughput. eBPF can flexibly
extend the functionality of XDP. Parola et al.l23 be-
lieve that the high performance provided by technolo-
gies such as DPDK comes at the cost of strict re-
source partitioning, which is not suitable for edge da-
ta centers. Therefore, they use the XDP to process
packets within the kernel, achieving a high level of in-
tegration with non-data plane applications. In the era
of microservices, network function frameworks based
on eBPF have attracted more attention. Miano et
al.4 proposed a Polycube framework, which uses
eBPF to handle NFs, providing an independent data
plane and a control plane for each network function,
achieving a great deal of flexible customization. The
eBPF-based container network interface (CNI) plug-
in Cilium has also shown great potential. XDP/eBPF
is often used to offload network traffic to hardware
accelerators, which is discussed in Subsection 2.2.

Comparison Between DPDK and XDP. We ana-
lyze DPDK and XDP in terms of technical maturity,
application scenarios, and performance. AF XDP was
introduced in Linux kernel version 4.18 and still has
significant room for optimization compared with
DPDK. DPDK and AF XDP have fundamental dif-
ferences in principle. DPDK’s kernel bypass strategy
uses PMDs, while AF XDP can be event-driven or
polling, and its performance is lower than that of
DPDK. Mostafa et alP also confirmed that an
AF XDP kernel driver is not so mature as a DPDK’s
user-space driver and has a lower processing speed
than DPDK, which is also mentioned in [23]. Regard-
ing the use of DPDK and XDP, Zeng et all26l made
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full use of the characteristics of traffic and proposed
another approach: using DPDK for L2/L3 traffic to
achieve the “bump-in-the-wire” processing perfor-
mance required by NFs, and using eBPF and a shared
memory for L4/L7 traffic to achieve high-perfor-

mance communication for NF's.

2.4 Virtualization Performance Optimization

Virtualization is a resource management tech-
nique that allows a single physical computer to run
multiple operating systems, each of which can inde-
pendently run different applications. Its core idea is
to achieve resource sharing among multiple virtual
machines or through abstraction. Al-
though the virtualization technology can effectively
improve the utilization of hardware, achieve flexibili-
ty and scalability, and simplify management and de-
ployment, it also brings issues such as performance
overhead and security isolation, which are particular-
ly important in high-performance scenarios. How to
enhance virtualization performance is a significant
subject. Here, we analyze the optimization work of
carrying NFs in the virtualized environment from
three dimensions: virtualization platform,
switch, and virtual device interface.

containers

virtual

Virtualization Platform. Currently widely used
virtualization platforms include hypervisors and con-
tainer engines. A virtual machine (VM) is a runtime
environment created by simulating hardware re-
sources on a physical server based on a hypervisor,
featuring an independent operating system and li-
brary files, etc., providing kernel-level isolation capa-
bilities with higher security performance. Because it
includes a complete operating system, it consumes
more resources and involves processes such as sensi-
tive instruction switching between root and non-root
modes, memory copying, and interrupt handling, lead-
ing to significant performance losses. To reduce these
losses, technologies such as virtio and SR-IOV have
been proposed. A container is a runtime environment
built within an operating system based on a contain-
er engine; containers share the host’s operating sys-
tem kernel and, compared with virtual machines,
have higher resource utilization and better perfor-
mance but pose certain security risks(27 28I,

Software tuning within virtualization platforms
has been proven to achieve better results. Tran et
al.29 tested the impact of CPU isolation and NUMA
alignment on NF performance, confirming that these
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optimization methods can effectively enhance net-
work performance. In the scheme presented in [30],
CPU pinning showed potential in optimizing the per-
formance of container-based NFs. For memory-inten-
sive NFs, using large pages can cache more content at
once, effectively reducing the time spent on table
lookups and thus improving performance. These con-
figurations have achieved good results in industrial
practice and require virtualization platforms to be set
up when creating runtime environments.

We further discuss the advantages and disadvan-
tages of runtime environments created based on dif-
ferent virtualization platforms as a reference for se-
lecting runtime environments. The most commonly
used are still virtual machines and containers. Tambe
et alBlU based on the MEC platform, studied the
startup time, instantiation time, and service response
time of virtual NFs on virtual machines and contain-
ers. They found that the performance of containers is
superior to that of virtual machines, which is consis-
tent with the conclusions in [28]. Ramanathan et al.l3
compared the performance of virtual machines and
containers carrying EPC components in real-time mi-
gration and found that the real-time migration time
and service interruption time of containers were re-
duced by about 70%. In addition, Ventre et alB3 in-
troduced the unikernel to optimize the virtualization
resource instantiation processes, reducing the instanti-
ation time of micro VNFs to less than 1 second, but
did not deeply discuss the handling of network perfor-
mance. New runtime solutions such as lightweight vir-
tual machines and secure containers have not yet
been used in network virtualization scenarios.

There are also virtualization platforms that have
been customized for NFV scenarios, but these modifi-
cations are not suitable for general applications. Con-
sidering the evolution of networks towards cloudifica-
tion and service orientation, non-general technical so-
lutions may encounter obstacles in practice and are
not discussed here.

Virtual Switch (vSwitch). vSwitch manages and
forwards traffic in a virtualized environment, and can
be divided into two implementation methods: kernel-
based and kernel-bypass. Considering performance
factors, the kernel-bypass technology is usually used.

We discussed the application of DPDK and XDP on
vSwitch in Subsection 2.3. Taking the typical imple-
mentation of vSwitch and Open vSwitch (OVS), as an
example, an OVS’s architecture is divided into user
space processes and kernel modules. By using DPDK
to move all OVS components to user space, the OVS-
DPDK solution® is widely used. Yang® believed that
there are compatibility issues with using DPDK to ac-
celerate OVS, including configuration management
tools and CPU pinning, which are rejected in public
cloud deployments for NFV customers due to cost
and management issues®. Therefore, Tu et al.l34 pre-
ferred to use the latest Linux network development
AX XDP technology and proposed the OVS-AF-XDP
solution to achieve performance comparable to OVS-
DPDK, while also achieving software maintainability
and system operability.

Virtual Device Interface. Common virtualized de-
vice interfaces include veth pairs, TUN/TAP, and vir-
tio/vhost. The veth device is used to reverse the di-
rection of communication data. The data to be sent is
converted into data that needs to be received and re-
processed by the kernel network layer, thereby indi-
rectly completing data injection. Veth usually ap-
pears in pairs and is used for container networking.
TUN/TAP is a device that connects user-space pro-
grams with kernel protocol stack and is commonly
used to connect virtual machines and containers to
vSwitch. Virtio and vhost are two types of devices in
semi-virtualized solutions. Virtio is the front-end de-
vice that receives internal requests from virtual ma-
chines and containers, while vhost is the back-end de-
vice that processes requests from virtio.

2.5 SFC Deployment

Network services are typically composed of multi-
ple NFs in SFCs or a network function chain (NFC).
High performance in virtual networks can be achieved
not only by optimizing individual NFs but also by
considering the service chain as a whole, including
parallel acceleration, customized acceleration, and
other methods.

Parallel acceleration involves changing the sequen-
tial processing of packets in the service chain to paral-

@R. Giller. Open vSwitch with DPDK overview. 2022. https://www.intel.com/content/www /us/en/developer /articles/techni-

cal/open-vswitch-with-dpdk-overview.html, Mar. 2025.

®Yi Yang. Ovs dpdk issues in openstack and kubernetes and solutions. 2019.
©®VMWare. Update to VMWare per-CPU pricing model. 2020. https://www.vmware.com/company/news,/updates,/cpu-pricing-

modelupdate-feb-2020.html, Jun. 2024.
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lel processing, reducing network latency and improv-
ing performance. A challenge here is to ensure that
the actions of NFs on packets do not conflict with
each other and do not lead to additional resource
waste. The study in [35] demonstrated the feasibility
and proposed a high-performance framework NFP. It
can automatically compile into a high-performance
parallel graph for deployment based on the topology
and dependencies of NF's, and supports parallelism
with mechanisms such as packet replication, distribut-
ed transmission, and packet merging. In recent work,
[36] studied the joint optimization of SFC parallelism
and layout to achieve a higher acceptance rate. Zheng
et al.37 proposed a logarithmic approximation algo-
rithm to jointly optimize packet processing and prop-
agation latency. In addition to focusing on perfor-
mance improvement, Agarwal et al.38 addressed the
issue of resource waste in packet replication/merging
and packet deposition from the perspective of re-
source consumption. As technology matures, Chinta-
palli et al.B9 began to pay attention to the energy
consumption issues of parallel acceleration.

When deploying NF's, it is necessary to combine
the characteristics of the application to make better
acceleration decisions. Zhang et all%9 proposed the
Flurries platform according to the needs of network
function diversity, fine-grained customization of ser-
vice chains, and flow-level performance guarantees, to
accelerate a large number of lightweight NFs with
short life cycles. Zeng et al.l*l] proposed a framework
called Gost that minimizes the task scheduling of end-
to-end latency for multiple different NFCs. The pa-
per utilizes the narrow application characteristics of
VNFs, invents a pipeline based on device overlap and
thread-level GPU resource allocation and kernel man-
agement strategies, and proposes the LSSTG algo-
rithm to find a suboptimal solution.

2.6 Observations and Guidelines for
Practical Use

Hardware acceleration introduces additional com-
puting power to enhance the processing limits of
COTS servers. Kernel bypass and virtualization per-
formance optimization reduces overhead and helps to
approach the processing limits of COTS servers. Hard-
ware acceleration can achieve better performance but
is usually limited to specific workloads and also brings
additional costs. Software acceleration methods are
easier to deploy but can be limited by hardware and
may not meet the requirements of high performance

J. Comput. Sci. & Technol., May 2025, Vol.40, No.3

and high bandwidth. We point out three guidelines
that can be applied in practice.

1) Different Acceleration Schemes Have Their Re-
spective Applicable Scenarios. Taking east-west traf-
fic and north-south traffic as examples, as shown in
Fig.6, we compare the acceleration effects of these
two scenarios under SR-IOV and OVS-DPDK. In the
east-west traffic scenario, data does not leave a physi-
cal network card, and the OVS-DPDK solution
achieves data exchange between VNFs directly
through memory copying, which has higher perfor-
mance than SR-IOV, which completes data exchange
through the physical network card. In the north-south
traffic scenario, data leaves the physical network card,
and the SR-IOV solution bypasses the transmission in
the virtualization layer through direct pass-through,
offering better performance than OVS-DPDK.

2) Different Applications Exhibit Variability in
Acceleration Effects. A single VNF has submodules
with different computational, storage, and communi-
cation requirements. An efficient solution needs to
recognize the implementation effects of VNFs on dif-
ferent devices to better utilize heterogeneous NFVI
capabilities. At the same time, it should be realized
that acceleration schemes are not beneficial for all sit-
uations. Kouchaksaraei et al.[4? found that for the vir-
tual transcoder VNF, when the input video of the
transcoder has low resolution or high bitrate charac-
teristics, using a GPU does not have advantages in
performance and cost. Lopes et al.l43] believed that
not all VNFs are suitable for FPGA acceleration.

3) Efficient Schemes Require an Effective Combi-
nation of the Aforementioned Technologies. We have
analyzed the latest research directions of network ac-
celeration technologies in terms of hardware offload-
ing, kernel bypass, virtualization performance opti-
mization, and SFC deployment. In more complex sce-
narios, these technologies usually only address part of
the acceleration chain and need to be combined for
better acceleration effects. For example, hardware ac-
celeration technologies FPGA and sNIC leverage
eBPF for task offloading(!4 44. In the virtualized envi-
ronment, using the SRIOV + DPDK method to by-
pass the virtualization layer and the kernel layer is a
very effective scheme for deploying VNFs[29].

3 Network Cloudification

There is an escalating demand among enterprises
for the hosting and dynamic management of middle-
box services within public cloud infrastructures. This
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trend is driven by the objective to capitalize on the
benefits traditionally associated with NFs in on-
premises deployments4. The main goal of network
cloudification is to effectively deploy NFs to cloud
while empowering these functions with cloud services.

3.1 Main Challenges

Network cloudification is designed to facilitate a
deeper convergence between cloud and network tech-
nologies. The architecture is specifically tailored to

augment the utilization of cloud capabilities by net-
work services and to enable cloud infrastructures to
accommodate the varied requirements of distinct net-
work services.

e The telecom network and cloud system “can-
not” be integrated directly. The UNIFY project, an
initiative funded under the EU’s FP7 framework,
aims to merge cloud systems and carrier networks
within a single architectural framework46l. The chal-
lenge to UNIFY involves the project’s failure to effec-
tively address and integrate the unique characteris-
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tics and operational differences between cloud tech-
nologies and network technologies. Additionally, there
is a lack of clarity regarding the specific roles and re-
sponsibilities that should be allocated to cloud ser-
vice providers and network operators in the network
cloudification process. This oversight complicates the
implementation and can hinder the seamless integra-
tion of these two critical infrastructures, potentially
leading to inefficiencies, mismanagement, or underuti-
lization of the integrated system.

e Cooperation between network operators and
cloud service providers is a promising direction, but is
not converged yet. Drawing on the latest practices
from leading cloud providers, including Azure and
AWS, we have developed a novel architecture for net-
work cloudification, as depicted in Fig.7. While Ra-
dio Access Network (RAN), data plane VNFs, opera-
tions support systems/business support
(OSS/BSS), and other telecommunications services
employ telco cloud infrastructures for integrated host-
ing, this setup presents significant challenges. The in-
frastructures primarily relies on the complex integra-

systems

tion of essential technologies from network virtualiza-
tion, which can be technically challenging and prone
to compatibility issues. Additionally, while communi-
cation between telecommunications operators and
cloud service providers is expedited through direct
connect, ensuring seamless and secure data exchanges
between data and control planes remains a substan-
tial operational challenge. This complexity is com-
pounded as we aim to enhance telecommunications
network services through the extensive services avail-
able on public cloud platforms, which can introduce
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scalability and reliability concerns. These challenges
highlight the intricate balance required to effectively
implement network cloudification while maintaining
service quality and operational efficiency.

Essential technologies pivotal to the implementa-
tion of network cloudification include four aspects as
follows.

® Resiliency and Scalability: guaranteeing net-
work services to sustain high performance and contin-
uous availability, even amid fluctuating demands;

e Telco Cloud Platform: integrating diverse net-
work services and providing enhanced flexibility in
data deployment and service management;

o ('ross-Layer Operation: facilitating seamless in-
teractions between different layers of the network ar-
chitecture, such as the physical layer, virtualization
layer, and application layer, and consequently im-
proving the efficiency and effectiveness of network op-
erations;

® Reliability: ensuring that network services re-
main consistently accessible and dependably embed-
ded through redundant configurations and robust
failover mechanisms, thus minimizing downtime and
reducing service disruptions.

3.2 Resiliency and Scalability

Resiliency in network cloudification pertains to
the system’s capacity to sustain and deliver an ac-
ceptable level of services in the face of faults and op-
erational challenges. Han et al.47 and Tola et al.[4]
explored various models and strategies to bolster the

resilience of network cloud environments. These
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Fig.7. Network cloudification deployment architecture diagram.
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strategies include the adoption of cloud-native princi-
ples that inherently enhance resilience through a mi-
croservices architecture, facilitating the independent
scaling and robustness of individual NFs. Further-
more, Duan et al.l¥9 addressed another facet of re-
siliency by utilizing the actor model to dynamically
manage the lifecycle and state of VNFs. This ap-
proach augments fault tolerance by localizing faults to
individual actors, thereby averting system-wide fail-
ures and enabling swift recovery and redeployment of
VNFs.

Scalability, a vital attribute of network cloudifica-
tion, determines its capability to dynamically adjust
fluctuating loads and to modulate resources as neces-
sary without impairing service quality. Liu et al.’0 in-
troduced a mechanism called ScaleFlux that en-
hances the scalability of stateful VNFs. By effectively
managing state sharing and synchronization, Scale-
Flux enables the NFV infrastructure to dynamically
modulate its resources, adeptly addressing load varia-
tions with minimal impacts on performance. Wu et
al.bl further detailed intricacies of scaling stateful
NFs and introduced innovative abstractions such as
NFLOW and a match-value table, which facilitate the
management of stateful interactions in a scalable
manner. These abstractions aid in decoupling data
flow management from state management, which has
traditionally posed significant challenges in the scala-
bility of NFV systems.

Resiliency and scalability in network cloudifica-
tion are intricately linked with the state management.
Stateful functions present unique challenges in both
domains, necessitating robust strategies for state con-
sistency and recovery to maintain resilience, along
with efficient state distribution and synchronization
mechanisms to ensure scalability. Additionally, the in-
tegration of cloud-native architectures and technolo-
gies such as containers and microservices, as dis-
cussed in several papers, further bolster the scalabili-
ty and resilience of NFV. These technologies provide
mechanisms for rapid scaling and enhance fault isola-
tion, which are indispensable for constructing re-
silient network services.

Moreover, the incorporation of autonomous net-
working technologies enhances these attributes by en-
abling self-management, automated recovery, and dy-
namic resource allocation. These capabilities allow
networks to adapt in real time to changing conditions,
further improving resilience and scalability. Tech-
niques such as machine learning algorithms can opti-

mize network performance and automate decision-
making processes, while Al-driven analytics facilitate
proactive fault detection and resolution.

In summary, the resilience and scalability of net-
work cloudification are pivotal to its success and
widespread use. By embracing principles from dis-
tributed systems, cloud-native technologies, and nov-
el data management abstractions, network cloudifica-
tion is well-positioned to meet the demands of con-
temporary network environments that require both
high availability and capacity to scale seamlessly in
response to variable network conditions.

3.3 Telco Cloud Platform

The telco cloud platform represents a transforma-
tive approach in the telecommunications industry,
leveraging the principles of network virtualization to
enhance the flexibility and efficiency of network ser-
vices. At its core, the telco cloud is built upon the
concept of abstracting NFs from the underlying hard-
ware, allowing for the dynamic provisioning and scal-
ing of network resources. This shift is largely driven
by the adoption of technologies such as SDN and
NFVP2l, SDN decouples the network control and for-
warding functions, enabling centralized network man-
agement and increased programmability. NFV fur-
ther complements SDN by virtualizing entire classes
of network node functions into building blocks that
can be connected or chained to create communication
services. Together, these technologies form the back-
bone of the telco cloud, provide a robust framework
that supports a wide array of telecommunications ap-
plications and services with reduced capital and oper-
ational expenditures.

The architectural design of telco clouds is inher-
ently aimed at supporting the rigorous demands of
telecom services, which include high reliability, low la-
tency, and the ability to handle enormous volumes of
data traffic. To meet these demands, telco clouds in-
corporate a distributed architecture that spans multi-
ple geographical locations to bring computational re-
sources closer to the edge of network[®3l. This proximi-
ty enhances the performance of applications by reduc-
ing latency and bandwidth usage, which is crucial for
emerging technologies such as 5G, IoT, and edge com-
puting. The use of microservices in the telco cloud
further enables modular and flexible service deploy-
ment, allowing telecom operators to swiftly adapt to
changing market needs or technological advance-
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ments. Each microservice operates independently,
which simplifies updating and scaling specific parts of
a system without affecting the whole, thereby enhanc-
ing the overall agility and resilience of the network.

Moreover, the transition towards a telco cloud en-
vironment is pivotal for the integration of third-party
applications and services, breaking traditional silos
between connectivity providers and application devel-
opersP4. This integration fosters an ecosystem where
new services can be rapidly developed, tested, and
rolled out, significantly accelerating time-to-market
and innovation. For instance, in a telco cloud, VNFs
can be seamlessly combined with services from star-
tups or open-source communities, creating versatile
and powerful solutions that drive forward the digital
transformation. As telco clouds evolve, they increas-
ingly adopt cloud-native principles, including contain-
ers and serverless computing frameworks, to maxi-
mize operational efficiencies and service performance.
This evolution highlights the telco cloud’s critical role
in not only meeting the current demands of network
management and service delivery but also setting a
stage for future advancements in telecommunication
infrastructures.

3.4 Cross Layer Operation

Firstly, in the domain of network cloudification,
the cross layer operation commences with the contin-
uous monitoring of both physical and virtual network
componentsl. Tools such as OpenStack’s Ceilome-
ter and Monasca” have become essential in this do-
main, providing detailed metrics for resource utiliza-
tion that assist administrators in assessing the health
and efficiency of their networks. These tools are capa-
ble of monitoring a variety of metrics, ranging from
bandwidth usage and packet delays to more sophisti-
cated indicators like VNF performance. Such compre-
hensive monitoring is critical not only for maintain-
ing service quality but also for ensuring the opera-
tional efficiency of the underlying infrastructures(0l.
Moreover, the integration of SDN facilitates more
granular network control and monitoring, enabling
the retrieval of real-time data from both physical and
virtual switches and routers, essential for immediate
performance adjustments
planning/®7).

Secondly, the cross layer operation within a cloud-

and long-term strategic
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ified network environment entails the analysis of col-
lected data to detect and rectify potential issues be-
fore they affect users(8l. This proactive approach is
supported by advanced analytics and machine learn-
ing algorithms capable of predicting potential failures
or bottlenecks based on both historical data and real-
time inputs. For example, dynamic methods for fault
detection in NFV environments are under develop-
ment to supersede traditional static threshold-based
systems. These methods utilize statistical models and
machine learning algorithms to identify anomalies and
unusual patterns that may suggest underlying issues.
Such capabilities enable network operators to transi-
tion from reactive management to proactive manage-
ment, thereby enhancing service reliability and user
satisfaction.

Lastly, the orchestration and automation of NF's
are crucial in optimizing the cross layer operation[.
Orchestration platforms, integral to the MANO
framework, can automate the deployment and scaling
of NFs based on current network conditions and an-
ticipated demands. This automation ensures that re-
sources are allocated efficiently, minimizing waste and
enhancing service responsiveness. For instance, if
VNF requests become larger, the orchestration plat-
form can autonomously initiate scaling procedures to
deploy additional instances of the VNF, thus main-
taining service quality without manual intervention.

In conclusion, the cross layer operation in net-
work cloudification is centered around sophisticated
monitoring and analytics, proactive problem resolu-
tion, and highly automated orchestration. These ele-
ments amalgamate to forge a resilient, efficient, and
self-optimizing network capable of meeting the de-
mands of modern digital applications and services. As
network technologies continue to evolve, the tools and
strategies for cross layer operation must also adapt to
ensure that networks remain robust in the face of
changing technologies and market demands.

3.5 Reliability

In the domain of network cloudification, ensuring
reliability is a critical concern as networks evolve to-
ward cloud-based infrastructures. The utilization of
shared physical resources in such cloudified networks
introduces vulnerabilities, wherein a single point of
failure could potentially impact multiple NFs and ser-
vices simultaneously. Furthermore, the dynamic in-

@https://www.openstack.org/, May 2025.
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stantiation and termination of virtual functions, a
hallmark of NFV environments, complicate the appli-
cation of traditional reliability strategies. These chal-
lenges underscore the need for a comprehensive
reevaluation of reliability assurance methods within
these increasingly complex and dynamic network en-
vironments.

To mitigate these reliability concerns, a variety of
strategies have been developed and deployed. Redun-
dancy, as a fundamental approach, employs several
models including 1:1, N+1, and geographical redun-
dancy to protect network operationsl60. These models
ensure the availability of backup resources that can
seamlessly assume control in the event of a failure,
thereby minimizing service disruptions. Additionally,
the deployment of enhanced protection mechanisms,
which optimizes resource allocation while providing
necessary backups, effectively balances the objectives
of maintaining high reliability and managing resource
costs.

Advanced fault management and recovery strate-
gies play a pivotal role as well. Employing sophisticat-
ed monitoring tools and predictive analytics allows for
the early detection and mitigation of potential issues
before they result in service degradation. Automated
recovery protocols facilitate rapid restoration of ser-
vices, equipped with mechanisms to reroute traffic or
dynamically instantiate new function instances. Such
proactive measures are imperative in maintaining ser-
vice continuity and adhering to the stringent reliabili-
ty requirements demanded by contemporary network
services.

Moreover, the design and implementation of SFCs
with built-in resilience are essentiall®ll. The integra-
tion of redundancy directly within SFCs and the
strategic diversification of the physical resources over
which these functions are distributed significantly bol-
ster the overall robustness of the network. Policy-
based management further augments reliability by en-
forcing standards and automating decision-making
processes by concerning resource allocation and back-
up activation. As network cloudification continues to
advance, ongoing enhancements in technologies and
management strategies are crucial in ensuring that
these cloud-based networks are not only efficient and
scalable but also robust and reliable.

3.6 Several Observations

The synthesis of the subsections discussed reveals
a coherent vision for network cloudification, focusing

on enhancing the resilience, scalability, and efficiency
of network services through advanced technological
integration and strategic architectural design. Obser-
vations from the discussion highlight several critical
aspects.

o (Convergence of Technologies. Network cloudifi-
cation leverages the synergy between cloud comput-
ing and network technologies to create a robust
framework capable of supporting dynamic NFs and
services. The integration of SDN, NFV, and cloud-na-
tive principles significantly enhances the flexibility,
scalability, and efficiency of network operations, al-
lowing for more agile responses to varying demands
and operational conditions.

e FEnhanced Resilience and Scalability. The focus
on resilience in network cloudification is well justified,
given the critical nature of network services. Tech-
niques such as the deployment of microservices archi-
tectures and the adoption of cloud-native principles
were proved effective in isolating faults and enhanc-
ing fault tolerance. Similarly, scalability is addressed
through innovative mechanisms like ScaleFlux and
the use of stateful abstractions, which ensure that
NFs can dynamically adjust to load variations with-
out sacrificing performance.

o Strategic Implementation of Telco Cloud Plat-
forms. The transformation within the telecommunica-
tions industry through telco cloud platforms under-
scores a major shift towards virtualization and ser-
vice flexibility. This approach not only reduces capi-
tal and operational expenditures but also enhances
the capability to manage and scale network resources
efficiently. The distributed architecture of telco
clouds, essential for handling high data volumes and
reducing latency, is particularly advantageous for im-
plementing advanced technologies like 5G and IoT.

® Proactive Cross Layer Operation. The proac-
tive management strategies in cross layer operation,
facilitated by comprehensive monitoring and ad-
vanced analytics, enable early detection and resolu-
tion of potential issues. This shift from reactive net-
work management to proactive network management
enhances overall service reliability and user satisfac-
tion, highlighting the importance of intelligent data
analysis and automated orchestration in maintaining
high service quality.

e Reliability in Dynamic Environments. Address-
ing reliability in cloudified network environments in-
volves rethinking traditional strategies to accommo-
date the dynamic nature of virtual functions. The im-
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plementation of redundancy models and advanced
fault management protocols ensures high reliability
and service continuity, even in the face of network
changes and potential failures.

In conclusion, network cloudification represents a
significant technological evolution aimed at optimiz-
ing network service delivery and management. As this
field continues to develop, it will likely introduce
more sophisticated strategies and technologies that
further enhance the resilience, scalability, and efficien-
cy of network services. The ongoing research and de-
velopment in this field are crucial for ensuring that
network infrastructures can meet the increasingly
complex demands of modern digital applications and
services, thereby setting a new standard for telecom-
munications and network service providers.

4 Network Service Orientation

The  Everything-as-a-Service paradigm  has
achieved great success in the field of cloud computing.
Service models such as IaaS, SaaS, and PaaS offer
flexible and scalable resource usage patterns, helping
users reduce initial investment, operational costs, and
the requirement on research and development ability,
thus enhancing business agility and innovation capa-
bilities2]. The decoupling of NFs from dedicated hard-
ware has also introduced the concept of service orien-
tation approaches. Initially, it was mainly proposed in
large-scale cloud data centers, providing better sup-
port for service-based cloud delivery through Net-
work-as-a-Service (NaaS), meeting the scalability, per-
formance, security, and reliability of networksl63.
NFV was also designed with service orientation prin-
ciples, proposing NFV Infrastructure-as-a-Service
(NFVIaaS), Virtual Network Function-as-a-Service
(VNFaaS), and  Virtual
(VNaaS)[62].

Taking the mobile network as an example, com-

Network-as-a-Service

pared with 4G networks, one of the most important
features of 5G networks is the introduction of SBA.
Combined with the characteristics of mobile core net-
works and the development trend of the technology,
NFs are divided into several reusable services. The
goal is to achieve efficiency, softwarization, and open-
ness of 5G systems. At the same time, standardized
programming interfaces (APIs) expose network capa-
bilities to external programs, giving rise to network
applications (NetApps)l64, and providing more room
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for value-added network services. Based on the ad-
vantages brought by the use of an SBA architecture
in 5G core networks, next generation of networks,
such as 6G networks, will further promote the evolu-
tion of network architectures towards a fully service-
oriented approach, achieving a more flexible holistic
service orientation architecture with full coverage and
full applications(63.

4.1 Main Challenges

Network virtualization enables the deployment of
NFs on COTS servers, and network cloudification fur-
ther leverages the cloud’s elasticity, high reliability,
operation and maintenance, and security features to
support NFs. These provide firm ground for better re-
alization of network service orientation. However, the
complexity of network services, the evolution of net-
work architectures, and the requirements for compati-
bility, network stability, and reliability still present us
with a series of challenges. The goal of network ser-
vice orientation is to provide more elastic, scalable,
flexible, customizable, and rapidly deployable net-
work services. How to decompose and combine NFs
based on a service-oriented architecture, and how to
better implement network services (such as configura-
tion management) under a new architecture are key
issues.

o Service Models are not Well Defined yet. Draw-
ing on a value demonstrated by cloud-native and mi-
croservices technologies in IT applications, networks
have also adopted related technologies when introduc-
ing service-oriented architectures. However, in the
process of providing virtual NFs, equipment vendors
often bundle microservices-based NFs with cloud-na-
tive infrastructures in a closed “black box” delivery
model. A lack of unified and effective service models,
and the need for customized cloud-native infrastruc-
tures, are the main reasons and challenges.

e Supporting Real-Time Configurations in Large
Scale Network is Non-Trivial. Network configurations
are an important way to implement network business
functions. In a service-oriented architecture, ensuring
the timeliness, consistency, and effectiveness of config-
urations among different replicas of the same service
and different instances of various services is crucial.
This challenge is particularly significant in large-scale
carrier networks because it requires handling of a vast
amount of data, with extremely high demands for
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configuration accuracy, response speed, and concur-
rency.

In response to the above challenges, as shown in
Fig.8, we systematically explain the related work in
two aspects.

Service Orchestration and Scheduling

r
( (1) Microservices-Based Network Function
’ Service Model Stateless ‘ Declarative API ‘
’ Data Plane ‘ ’ Control Plane ’Management Plane
&
©) Cloud-Native Infrastructure
Traffic Multi-Service Protocols
Management Plane Support

NFVI

Fig.8. Network service orientation architecture diagram.

o Application Layer. It mainly optimizes NFs,
systematically decomposes and combines NF's through
service models, decouples state information with
stateless applications for better scaling, and achieves
real-time configuration of
through declarative APIs.

o Infrastructure Layer. The evolution of NFs to-
wards a service-oriented architecture requires en-
hancements to general cloud infrastructures, as its
unique characteristics, such as multi-network screens,
dense traffic, low-latency transmission, and support
for specific protocols, often cannot be met by com-
mon cloud infrastructures, necessitating enhancement

large-scale networks

for better support.

4.2 Microservices-Based Network Function

The IT application architecture has evolved from
the monolithic application architecture, Service-Ori-
ented Architecture (SOA), microservice architecture,
to serverless architecture. The granularity of services
has become finer, and the degree of decoupling has in-
creased, providing more flexible development, itera-
tion, deployment, and scaling capabilities. Viewing
NF's as a complex IT application, they are also devel-
oping in this direction, with NFs based on microser-
vice architecture becoming a trend6l. The complexi-
ty of NFs transforms microservices challenging, being

reflected in the service model, statelessness, and
declarative configuration.

Service Model. The service model describes the
boundaries of microservices and how to combine mi-
croservices into a network service, a process that is il-
lustrated in the diagram. Determining the optimal mi-
croservice boundary is one of the key factors affect-
ing service qualityl67l. Excessive service granularity af-
fects the efficiency of module reuse, while too fine
granularity introduces additional complexity and
overhead. There are some mature methods for mi-
croservice design, such as Domain-Driven Design
(DDD)68, which solves complex business problems by
building a rich domain model, ensuring the consisten-
cy of the business model and the code model, and
achieving high cohesion within the service and low
coupling externally. Rademacher et all%9, in response
to the limitations of DDD as an informal modeling
language, proposed a UML profile oriented method to
achieve model verification and transformation. Unlike
DDD, which is based on expert experience, Roman et
all™ designed a data-centric microservice splitting
method, which automatically constructs business con-
text splitting points through pattern analysis, cluster-
ing, and other data mining methods, identifies themes
and divides boundaries. Telecommunication opera-
tors use domain models to describe complex architec-
tural design("l. Currently, there is no systematic pro-
posal for the design method of microservices, and
atomic functional partitioning is usually based on his-
torical modules. However, there are relevant achieve-
ments on how to combine these atomic capabilities
(microservices) into network services, especially in the
5G slicing scenario, where different users require dif-
ferent services.

The Communication Service Management Func-
tion (CSMF) defined by 3GPP® is a key component
in the 5G network slicing architecture. The main task
of CSMF is to act as a converter between communica-
tion service requirements and network slicing require-
ments, while also providing service design and cata-
loguing, as well as lifecycle management of service in-
stances. The Product Service Resource model (PSR),
defined by TeleManagement Forum (TMF), is a ser-
vice framework used in the telecommunications indus-
try. It divides business processes into three layers:
Product, Service, and Resource. Resource provides
network Service provides

infrastructures, assem-

®3GPP. Telecommunication management; Study on management aspects of communication services. 2018. https://portal.3gpp.
org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3555, Mar. 2025.
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bleable network capabilities, and Product provides
the final solution to customers. Both CSMF and RSP
essentially define the mapping from requirements/
products to services. Services can be resource services
or abstracted general microservices. Through map-
ping, standardization, and open sharing, they achieve
flexible assembly, rapid loading, and activation of
NF's. These service models help to achieve flexibility
and scalability in telecommunications services, en-
abling operators to manage and provide services more
efficiently.

Network Functions Stateless. NFs are categorized
into two types: stateful and stateless. Stateful NF's
persist the state information required for NF opera-
tion locally, tightly coupled with the processing com-
ponent; stateless NFs, on the other hand, decouple
the processing component from the state information,
with the application itself not storing the state infor-
mation. It is clear that stateless NFs possess better
scalability, flexibility, and fault tolerance, which can
better leverage the advantages of a service orienta-
tion architecturel™, and are naturally compatible
with cloud-native platforms and serverless platforms.
NFs design is typically closely related to specific
states and has characteristics such as high traffic in-
tensity and low latency requirements. Frequent syn-
chronization and data consistency make the stateless
transformation face many challenges. Kulkarni et al.[™3]
analyzed the comparison between stateful NFs and
stateless NFs in terms of elastic scaling and fault re-
covery, and believed that although stateless NF's are
promising, they face issues such as execution orders
and consistent state updates, and cannot achieve line-
rate packet processing, necessitating further optimiza-
tion of a persistent storage layer. In response to this
issue, Szalay et all™ 7] proposed a complete state
layer to minimize the inter-host communication
caused by state synchronization (including state ac-
cess time and network traffic), and verified it in an IP
multimedia subsystem, capable of recovering the real-
time call records of thousands of mobile users within
a few seconds, and only requiring half the resources
needed for stateful design. In addition, Kualkarnil7]
proposed a stateless-based 5G systems to reduce the
latency added to a transmission process of stateless
information in NF's due to data serialization and dese-
rialization. Goshi et al[™ proposed a Procedure-
Aware Stateless System for 5G to address the perfor-
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mance loss caused by frequent state transactions.
Declarative Configuration. Declarative approach-
es describe a desired end state, allowing the system to
automatically determine how to achieve it, while im-
perative approaches require specifying the concrete
steps to reach these states. Leveraging the successful
experience of Kubernetes’” declarative APIs, the
declarative philosophy has been widely applied and
holds greater application value in the NFV domain
(in terms of the complexity and difficulty of configu-
ration management), representing an important trend
towards network automation and simplified manage-
ment. Through declarative configuration, complex
network management tasks are simplified, improving
the readability and maintainability of configurations
and reducing the risks associated with manual config-
uration errors (which are considered one of the signifi-
cant causes of network failures). Wu and Wang[™
and Stolyarov(™ both proposed managing NFs using
declarative methods, including TOSCA template-
based and Kubernetes integration approaches. The
open-source project Ligato (which can be understood
as a proxy for VPP) also utilizes Kubernetes to imple-
ment declarative configuration and statelessness®.
Additionally, a key
method for implementing intent-based networking,
ensuring that the user’s network intentions are met
by automatically achieving the end state. This is re-
flected in work done in [80, 81]. Of course, declara-
tive configuration requires modifications to existing
NF's, which brings additional workload, and although
it can be accomplished with mature declarative frame-
works (such as Kubernetes), we believe it is worth-
while, enabling better management of network ser-

declarative configuration is

vices.

4.3 Cloud-Native Platform Support

Compared with monolithic applications, service
orientation architectures offer greater flexibility, but
they also incur additional communication overhead,
especially in terms of performance. This overhead
grows rapidly along with the number of services[s2.
For traffic-intensive NF's, this overhead is even more
significant and cannot be ignored. Efficiently direct-
ing and managing traffic between services presents a
new challenge. At the same time, we observe that due
to the special requirements of NFs, such as support

O@Ligato: An open source NFV platform. https://github.com/ligato, 2019. Mar. 2025.
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for multiple network planes and telecommunications
protocols, new demands are being placed on cloud-na-
tive infrastructures.

Network Service Mesh (NSM). In a microservices
architecture, applications are broken down into multi-
ple microservices. Inter-service communication, man-
agement (service discovery and registration), observ-
ability, reliability, and other aspects need to be ad-
dressed. The service mesh serves as an infrastructure
layer for communication between microservices,
shielding services from this complexity. Compared
with the SFF module in the SFC architecture, ser-
vice mesh proxies offer more functionality but also in-
troduce performance issues. There is already some
work studying how to use service mesh to facilitate
communication between network services in a cloud-
native environment. Dab et al[8] proposed an opti-
mized network-aware complex balancing strategy that
achieves efficient traffic steering by providing the
best-performing VNF replicas for network services.
Sedghpour et al.lB4 and Yang et al[® found that ac-
celerating the service mesh with eBPF is an effective
method, which is consistent with the approach we dis-
cussed in Subsection 2.3.

Bittar et all®] and others have verified that de-
ploying network services with the NSM framework is
limited and greatly related to the functionality and
features of NSM. On this basis, Duong et al.’7 de-
signed a Cilium-based service mesh to enhance the se-
curity and observability of 5GC. Compared with IT
applications, NFs require specialized communication
protocols to ensure efficient and reliable information
exchange. Taking the 5GC network as an example,
protocols such as GTP and PFCP are needed for
communication between network elements, which are
not supported by the service mesh. Aldas et al.[88]
leveraged the programmability of the service mesh to
extend the Envoy proxy to meet the communication
protocol requirements of 5GC, while minimizing the
performance impact of this extension. In addition, ad-
dressing multi-cluster, cross-domain service communi-
cation®], and providing sufficient network isolation
mechanisms to meet security requirements are also is-
sues that need to be resolved.

There is no clear conclusion on whether to use ser-
vice mesh for service governance after the service ori-
entation NFs. Essentially, it is a trade-off between
performance and functionality (load balancing, ob-
servability, security, and traffic control). However,
looking at the trend of technological evolution, the

service mesh is necessary. The future technological di-
rection is whether to enhance the service mesh orient-
ed to IT scenarios or to customize service mesh for
VNFs, which is also a direction that needs to be stud-
ied.

Multi-Service Plane. Communication between NFs
relies on specific interfaces, which require static IP
addresses to ensure stable network connections be-
tween different functions. In addition, some NFs need
to be installed on multiple interfaces. Therefore,
cloud-native infrastructures must provide static IP
addresses for communication interfaces, as well as
support for multiple network planes. It is clear that
an access method based on static IPs will limit the
scaling and migration of service instances, making
traffic management more difficult. Introducing multi-
ple service planes can better utilize the advantages
brought by service orientation, such as elasticity, load
balancing, and high availability. The multi-service
plane model is shown in the Fig.9.

Server/VM
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Fig.9. Multi-service plane model.

4.4 Observations on Application of
Serverless Computing in Service
Orientation

With the rise of serverless architecture, its charac-
teristic of allocating computing resources on demand
has brought a new perspective to the design and im-
plementation of NFs. The serverless architecture al-
lows developers to build and run applications and ser-
vices without managing the complexity of servers, of-
fering potential advantages for the dynamic scaling
and cost-effectiveness of NFs. Whether NFs should
further adopt a serverless computing paradigm to
achieve more economical and efficient benefits has al-
so sparked discussions in academia. Aditya et al.l
believed that compared with traditional virtual ma-
chines and containers, serverless systems have capa-
bilities such as low latency, scalability, low cost, and
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rapid deployment, without the need for developers to
perform additional configurations, and can be applied
to the NFV domain, exploring methods for building
adaptive and scalable networks using serverless tech-
nology. Savi et all®ll held a more conservative view,
and they tested the performance of serverless plat-
forms carrying NFs, affirming that serverless comput-
ing can bring some benefits, but compared with the
system overhead, the overall effect may not necessari-
ly be better. It is suggested that short control plane
VNF requests can use serverless computing, while
traffic-intensive data plane VNFs should avoid it,
which also matches the scenarios suitable for server-
less computing. In addition, the work of using server-
less computing to carry NFs in scenarios with rela-
tively limited resources, such as edge computing and
the IoT, is also advancing[92 93],

5  Future Directions

As infrastructures continue to be upgraded, the
application scenarios of NFV are also expanding. Ap-
plication scenarios of NFV have already moved from
cloud services such as virtual private networks and
server load balancers, to security fields like intrusion
detection systems and firewalls, and to core networks
of operators such as vBRAS, vIMS, and 5GC. Recent-
ly, the application of NFV has also been extended to
scenarios like fiber access networks(%l and wireless ac-
cess networksl®l. Looking to the future, with the in-
troduction and breakthroughs of cutting-edge tech-
nologies such as new types of acceleration hardware,
artificial intelligence, and cloud network convergence,
we have reason to believe that NFV will unleash
greater potential and promote the continuous im-
provement of new-generation network capabilities. We
will next explore some promising directions.

5.1 Standardization

Traditional NFs are relatively closed systems, and
achieving decoupling from hardware resources, joint
deployment of virtual network elements, and manage-
ment and orchestration requires multi-vendor collabo-
ration. Standards are the primary and important
force in driving this process.

At the end of 2012, the establishment of the first
NFV standard organization, ETSI NFV Industry
Specification Group (ISG), marked the starting point
of the network’s evolution and transformation to-
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wards virtualization. Telecommunication operators
and equipment manufacturers are accustomed to de-
veloping products and putting them into commercial
use in accordance with common standard processes,
while IT manufacturers and open source communities
advocate the concept of “code first”. From NFV’s Re-
lease 1 in 2013 to Release 5 in 2021, a total of five
major versions have been released, going through the
processes of reference architecture design, NFV inter-
operability interfaces, operability enhancement, cloud-
based deployment and automation, automated opera-
tion and maintenance, and strengthened support for
cloud-based deployment. The efforts are dedicated to
introducing IT concepts into the CT field, gradually
achieving virtualization, cloudification, and service
orientation.

Other standard organizations are also conducting
research in conjunction with network virtualization.
In the latest work of ETSI Multi-Access Edge Com-
puting (MEC) ISG, it has begun to support the inte-
gration of MEC and NFV, enabling MEC applica-
tions and VNFs to share the same virtual infrastruc-
ture, and NF'V MANO can be used for MEC manage-
ment and orchestration. This integration achieves re-
source sharing and optimization, improves network
performance and flexibility, and expands the service
scope of MEC. The 5G network architecture pro-
posed by the 3GPP/5G-PPP community regards net-
work slicing as the key to implement multi-tenant vir-
tual networks. NFV has enhanced support for 5GC in
its releases, enabling the rapid creation and adjust-
ment of network slices according to specific service re-
quirements. The consensus that the Internet Engi-
neering Task Force (IETF) Service Function Chain-
ing (SFC) complements NFV has been established,
with network virtualization providing more possibili-
ties for network services. The Service Function and
Service Function Forwarder of SFC are typically de-
ployed in virtualized forms in practice, such as virtu-
al intrusion prevention systems, virtual firewalls, and
virtual routers. In the recently proposed hierarchical
architecture of SFC, integration with NFV can pro-
vide more flexible cross-domain services. In addition,
Metro Ethernet Forum Lifecycle Service Orchestra-
tion attempts to achieve flexible service orchestration
across multiple provider networks and different tech-
nical domains.

In the field of networking, standardization serves
as a crucial bridge for technologies to transition from
research to application. The virtualization, cloudifica-
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tion, and service orientation of networks require the
concerted efforts of operators, server and equipment
manufacturers, and cloud service providers to ensure
compatibility and interoperability among different
systems and components. At the same time, the intro-
duction of emerging technologies poses higher de-
mands on standardization work, such as how to effec-
tively integrate cutting-edge techmologies like AI and
cloud-native into existing architectures, and how to
achieve the organic combination of open-source
projects with industry standards. An increasing num-
ber of standardization organizations are actively re-
sponding and are committed to advancing the stan-
dardization process in these key areas, which will be
an important direction.

5.2 Customizable Computing

The ideal state of network virtualization is to
have the performance of dedicated hardware while
maintaining the flexibility and cost-effectiveness of
general-purpose hardware. This is an extremely chal-
lenging goal. We believe that customizable comput-
ing is one of the most promising technologies to
achieve this vision. Customizable computing achieves
this by specializing the hardware for specific applica-
tion areas, enabling performance and energy efficien-
cy improvements 10-100 times higher than general-
purpose processorsl?l, while also giving hardware
greater flexibility to dynamically change its structure
and functions according to different computing tasks.

Customizable computing is mainly divided into
loosely coupled accelerators (LCAs), FPGAs, and
coarse-grained reconfigurable arrays (CGRAs). Cur-
rently, accelerated hardware such as smart network
cards and DPUs are primarily built on technologies
like application-specific integrated circuits (ASICs)
and FPGAs, but they still struggle to balance perfor-
mance and programmability. CGRA, also known as a
composite accelerator, combines the high perfor-
mance of LCAs with the high reconfigurability of FP-
GAs, providing performance close to dedicated hard-
ware in network virtualization environments while
maintaining a certain level of flexibility. Despite its
obvious advantages, CGRA also faces some chal-
lenges, including compiler design, resource manage-
ment, control flow processing, hardware design com-
plexity, the establishment of a software ecosystem,
and the complexity of application development.

5.3 Heterogeneous Infrastructures

The application of customizable computing leads
to the emergence of a large amount of heterogeneous
hardware. One of the biggest transformations in data
centers over the past decade has been the rapid
growth of heterogeneous computingl®’l. In the evolv-
ing landscape of network virtualization, the trend to-
wards employing heterogeneous infrastructures is
gaining significant traction. This shift is primarily
driven by the diverse requirements of new applica-
tion scenarios including video processing and cloud ra-
dio access networks (CloudRANSs). As these applica-
tions demand increasingly specialized computational
capabilities, the deployment of a variety of heteroge-
neous hardware resources within NFV systems is be-
coming inevitable. For instance, high-performance
VNFs are now requiring advanced acceleration hard-
ware such as DPUs, GPUs, network processing units
(NPUs), FPGAs, and Al-specific ASICs. These re-
sources are essential for meeting the intensive compu-
tational demands posed by modern network services
and applications.

Based on heterogeneous infrastructures, we be-
lieve that the design concept of soft-hardware integra-
tion (achieving the flexibility of software and the high
performance of hardware through deep collaboration
between software and hardware) is an important di-
rection for the future. The core lies in the pro-
grammability of hardware and the hardware aware-
ness of software. Through the programmability of
hardware, network devices can dynamically adjust
their functions according to the needs of software,
thereby improving resource utilization and perfor-
mance. At the same time, software needs to be able
to perceive the status and capabilities of hardware in
order to use hardware resources more effectively and
achieve performance optimization. This requires an
in-depth understanding of the interaction between
software and hardware, and exploring how to effec-
tively combine them to achieve optimal performance.
For example, how to intelligently determine which
parts should be offloaded to hardware, how to effec-
tively schedule hardware and CPU resources to
achieve load balancing, and how to quickly move da-
ta between the CPU and hardware are issues that
still need to be resolved.

Different heterogeneous hardware has varying pro-
cessing speeds and performance advantages for NFs,
and the computing frameworks and programming lan-
guages they each support also differ, which poses sig-
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nificant challenges for upper-layer applications. On
the one hand, there is a need for a heterogeneous re-
source management platform that provides a unified
way to manage and coordinate these different types of
resources, thereby simplifying the management pro-
cess and improving resource utilization. On the other
hand, a unified programming framework is needed to
abstract the heterogeneity of the hardware, which can
intelligently allocate the most suitable resources based
on the characteristics of workloads.

5.4 Multi-Cloud and Distributed Cloud

Multi-cloud and distributed cloud architectures
are major trends in the evolution of network cloudifi-
cation. A multi-cloud model leverages resources from
multiple cloud service providers, thus enabling the tel-
co cloud to achieve higher levels of redundancy and
geographic diversity. This diversity is crucial for net-
work services that require high availability and re-
silience against regional failures. Multi-domain orches-
tration facilitates a distributed management ap-
proach where services can be seamlessly provisioned
and managed across different cloud environments, re-
gardless of the underlying provider[®l. This orchestra-
tion not only optimizes resource utilization but also
ensures that service levels are maintained across dis-
parate cloud domains.

Distributed cloud models extend this concept by
decentralizing computational resources and services
closer to end-users, which significantly reduces laten-
cy and enhances the performance of NFs. Distributed
cloud architectures support a wide range of applica-
tions, from mobile edge computing to large-scale IoT
deployments, by enabling dynamic resource alloca-
tion and real-time service orchestration®. The inte-
gration of NFV with distributed cloud frameworks in-
herently supports scalability and agility, allowing net-
work operators to adapt to changing demands quick-
ly. Moreover, the framework proposed by Abu-Led-
deh et al.1%0 emphasizes the importance of interoper-
ability among different cloud providers, which is cru-
cial for the successful deployment of NFs in a multi-
cloud scenario, ensuring that services can be man-
aged efficiently across various platforms without ven-
dor lock-in issues.

5.5 Autonomous Network

With the continuous development of the artificial
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intelligence technology, it plays an increasingly impor-
tant role in networks/l9l. The concepts of cloud-na-
tive DevOps and GitOps can be applied to enhance
the end-to-end automation capabilities of systems and
support the automation of NFV systems from single
lifecycle management to service design, testing, and
integration. With the comprehensive improvement of
end-to-end automation capabilities in NFV, the Al
technology can be further introduced to achieve auto-
matic decision-making and optimization through arti-
ficial intelligent operations (AIOps) and machine
learning operations (MLOps) technologies.

As a declarative intent-driven approach, by intro-
ducing AI technologies, it can better understand
users’ needs for the network. During the network
planning and deployment phase, the digital twin tech-
nology can be used to simulate and verify automated
strategies. When NF's fail, fault prediction and pre-
vention capabilities can transform a fault from a re-
sponse mode to an active predictive management
mode. For issues that arise during operation, auto-
matic analysis of root causes and automatic fault lo-
cation can ensure the robust operation of the net-
work. At the same time, AI can be used for capacity
planning and optimization, optimizing resource alloca-
tion, especially in edge nodes, by predicting network
load changes and scheduling network resources in a
timely manner, reducing operational costs.

5.6 Declarative Intent-Driven

It is evident that the complexity of virtualized
network deployment has gradually increased due to
the introduction of virtualization and cloud technolo-
gies (from the perspective of vertical network decom-
position), as well as the overly segmented customiza-
tion in actual network deployments. The declarative
intent-driven approach, based on the declarative con-
figuration mentioned in Subsection 4.2, introduces the
concept of intent. It provides an abstract method to
convert the understanding of user intent into corre-
sponding network behaviors, influencing the design
and deployment of network infrastructures and ser-
vices. Networks based on the declarative intent-driv-
en approach are an important cornerstone for the evo-
lution of network and service management towards a
truly autonomous paradigm!(102],

The main challenges include the accurate identifi-
cation of intent and the automated generation and ex-
ecution of policies. The identification of intent re-
quires advanced natural language processing tech-
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niques to parse user intent and transform it into spe-
cific network operations, which necessitates the ab-
straction of intent into an appropriate representation
model based on the knowledge of domain experts. The
automated generation and execution of policies re-
quire a complex logic and rule engine to construct
corresponding network policies for the parsed intent
representation model, verify the effectiveness of the
policies, and continuously optimize them during the
execution process.

5.7 Cloud Network Convergence

Networks and computing are evolving from being
independent to being integrated, with the emergence
of new technologies represented by cloud network
convergence. This convergence is not simply about
piecing together computing resources represented by
cloud computing, edge computing, etc., with network
resources represented by 4G/5G, optical networks,
the Internet, etc. Instead, it is about leveraging tech-
nological innovations to enable two types of informa-
tion technologies, which have different characteristics
and paths, to penetrate and influence each other. This
ultimately leads to deep integration and innovation,
merging various resources into a system that pro-
vides integrated supply, operation, and services. By
constructing a new type of information infrastruc-
tures, cloud network convergence aims to empower
the digital economy.

This interdisciplinary integration has stimulated
innovation in the cloud network technology, with net-
work virtualization, cloudification, and service orien-
tation as core technologies receiving widespread atten-
tion. They are not only the core technologies of cloud
network integration, but also its typical application.
On the one hand, the cloud’s flexible customization
and rapid delivery have put forward higher demands
on the network. Technologies such as elastic scaling,
network programmability, quick service activation,
and atomic capability service orientation are used to
provide a flexible and efficient network for cloud ac-
cess, within a cloud, and between clouds. On the oth-
er hand, by building a unified carrying of multi-pro-
fessional virtual network elements in clouds, along
with capability opening and service enhancement, the
evolution of the network is accelerated.

6 Related Work

The academic community has also conducted ex-

tensive research in these areas, and a number of fo-
cused survey results have been published. This paper
reviews the relevant summary literature from 2019, as
can be seen in Table 2.

In the field of network virtualization[19 103, 104, 107]
research primarily focuses on two directions: virtual-
ization acceleration technologies and virtualization
management platforms. The study of virtualization
acceleration technologies aims to address a significant
performance gap between COTS servers and dedicat-
ed equipment, which is crucial in dealing with the
rapid growth of network traffic. Meanwhile, the re-
search on virtualization management platforms ad-
dresses an issue of lacking a unified platform to sup-
port diverse network functions. In practical applica-
tions, a management layer of NFs is often customized,
which can pose obstacles in large-scale commercial de-
ployments.

In the field of network cloudification(62 105, 106]
there is a need to resolve issues such as security trust,
operations and maintenance, and high-performance
demands faced when migrating network functions to
the cloud. Current practical experience indicates that
directly deploying VNFs to public clouds is not feasi-
ble. Additionally, attention is given to leveraging the
capabilities of the cloud to enhance network func-
tions, such as improving the elasticity and cross-do-
main service capabilities of network functions through
distributed cloud architectures.

In the field of network service orientation(l07-109]
research concentrates on network service architec-
tures represented by SFC, focusing on their orchestra-
tion, deployment, and reliability. By optimizing place-
ment strategies, a goal is to mitigate traffic fluctua-
tions and high-latency issues that may arise from net-
work function virtualization, thereby providing more
reliable, scalable, and high-performance services.

Undoubtedly, these literature pieces have conduct-
ed in-depth research on specific topics and provided
unique insights. However, they still lack comprehen-
siveness and a macroscopic perspective, failing to ful-
ly present an overall development trend of NFV.
Moreover, they lack a systematic discussion on the
technical challenges and optimization strategies in ac-
celerating large-scale applications of NFV. For in-
stance, the virtualization acceleration literature pro-
poses classification methods that lack practical guid-
ance in real-world application. The literature on net-
work cloudification lacks discussions on how to uti-
lize cloud services and the high reliability of multi-AZ
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Table 2.
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Comparison of Related Surveys and Their Scope

Reference

Scope (Network)

Virtua-
lization

Cloudi-
fication

Service
orientation

Contribution

Fei et al.! (2020)

Huang et al.[1%]

(2022)

Zhang et al.[104

(2020)

Souza et al.l1%%]

(2020)

Zoure et al.[10]

(2022)

Duan et al.[62
(2020)

De et al.'%7 (2019)

Kaur et al.[1%8]

(2020)

Santos et al.[109

(2022)

Azadiabad et al.110
(2024)

Our work (2025)

v

X

X

Analyzing the performance challenges inherent in COTS servers, this paper
proposes a novel method for accelerating classification, identifying the
strengths and weaknesses of each category. It also discusses products and
solutions that have emerged within the industry.

A set of network acceleration classification methods based on the ETSI
architecture has been proposed, offering a more comprehensive and intuitive
view for acceleration technologies and solutions. It is believed that in the
future, NFV will increasingly rely on cloud services, tending to build
acceleration solutions based on cloud services.

The paper provides a comprehensive review for existing network
virtualization platforms, classifying them based on functionalities they offer
throughout the network function lifecycle. It elaborates on design principles
of each category of platforms, offering detailed guidance for network
operators and service providers in selecting a network virtualization
platform.

This paper primarily targets the application of network virtualization in
data centers, analyzing issues related to performance, reliability, resource
allocation, cost, management, and resource interoperability. It suggests that
further collaboration between academia and industry is needed to achieve
the practical implementation of network function virtualization.

The enterprise’s migration of network functions to the cloud requires an
understanding of potential network service exceptions to assess risks. This
paper analyzes the impact of network service exceptions on critical service
attributes, compares and categorizes existing relevant literature, and
proposes future research directions.

The extensive application of NFV has introduced a trend towards the
cloudification of networks. This paper analyzes a current state of technology
in the convergence of networks and cloud edges, as well as challenges that
need to be addressed during this process, and directions for future research.

Emerging scenarios require network services to span data centers across
heterogeneous infrastructures and management domains. Research and
development efforts are dedicated to enabling orchestration processes that
can automate, coordinate, and manage the deployment and operation of
network services.

A hierarchical classification method is proposed, providing efficient
reference configurations for technologies such as VNF placement and load
balancing. The paper discusses research and development challenges in
deployment of SFC, assisting cloud service providers in delivering reliable,
scalable, and high-performance services to their customers.

In highly distributed scenarios, service chains composed of VNFs can be
affected by traffic fluctuations and high latency. This paper examines the
placement of SFC in distributed scenarios over the past decade, discussing
placement strategies to meet service requirements of network operators.

VNFs introduce challenges to the reliability of network services due to
resource sharing, dynamic capabilities of network services, and the elasticity
of VNFs. This paper surveys existing solutions for NFV reliability,
discussing gaps in current approaches and future directions for work.

To accelerate large-scale applications of NFV, this paper systematically
discusses research progresses of the past five years from three directions:
network virtualization, network cloudification, and network service
orientation. It analyzes current problems and challenges, and provides
corresponding suggestions on how to address them. It also forecasts future
directions of technological development.

to further enhance network functions. The focus of
network service orientation on optimizing cost and re-
sources through more rational orchestration and

scheduling strategies may not address current pain
points, which might be more about how to transform
network functions into services.
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7 Conclusions

In conclusion, the systematic review presented in
this paper has comprehensively explored the inter-
linked domains of network virtualization, cloudifica-
tion, and service orientation architectures, which col-
lectively contribute to the innovative transformation
of network infrastructures. This transformation is
driven by the need for more flexible, automated, and
intelligent network systems capable of supporting
emerging applications and technologies such as the In-
ternet of Things, big data, and Al

The evolution from traditional NFs to highly flexi-
ble virtualized functions has fundamentally shifted
the landscape of network design and operation. NFV
has emerged as a cornerstone, enabling the decou-
pling of NFs from physical hardware and facilitating
their deployment on cloud-based infrastructures. This
shift not only enhances the agility and scalability of
networks but also introduces significant challenges in
terms of standardization, performance optimization,
and security.

Despite the progress made in the past decade, the
full potential of NFV has not yet been realized. Is-
sues such as performance bottlenecks, security con-
cerns, and the complexity of management and orches-
tration continue to hinder widespread adoption. The
integration of NFV with cloud-native technologies
and service orientation architectures offers promising
avenues for addressing these challenges, as demon-
strated by the current trends towards multi-cloud and
hybrid cloud environments, and the adoption of ser-
vice-based architectures.

Looking forward, the future of network architec-
tures lies in continuous integration of these technolo-
gies to further enhance the flexibility, efficiency, and
user-centricity of network services. The relationship
between network virtualization, cloudification, and
service orientation frameworks will become increasing-
ly synergistic, driving the next wave of innovations in
the networking domain.
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